As the volume of medicinal information stored electronically grows, the necessity to boost the security increases too. Health care systems are now very common in the world. A healthcare system must maintain privacy while preventing patient information from being transmitted. Therefore, securing such systems is crucial for gaining public confidence in the use of networkbased healthcare systems. Information hiding is particularly used for security applications to protect the secret message from an unauthorized person. Employing information hiding in healthcare systems, deals with storing, sharing, and managing medical data in a reliable and secure manner. This paper reviews the algorithms used to provide security in healthcare systems. Furthermore, these algorithms are categorized in this paper based on the application and the way of providing security. Finally, the challenges in implementing the security of healthcare systems are described.
Introduction
Health monitoring in hospitals and homes can be used through telemedicine platforms. Many medical centers exchange medical data with other medical centers to advance the diagnostic results and communicate for the study of a case (Chakraborty, Samanta, Biswas, Dey, & Chaudhuri, 2013) . Therefore, the security and protection of patient information needs special treatment.
Medical data and medical records are private and should be protected before being transferred on a network or stored in a computer (Srinivasan, Nutter, Mitra, Phillips, & Ferris, 2004) . Security in healthcare context is protection of healthcare data from unauthorized access during transport or in place and privacy guarantees that only persons and/or entities authorized by the owner of the data owner (in most cases, the patient) can view and access the data (Vargheese & Prabhudesai, 2014, pp. 525-530) .
On the other hand, medical devices are the newest cases in the growing list of Internet of Things (IoT) which have the risk for potential hacks. A diabetic man in a security conference in 2011 showed the way of hacking a wireless insulin pump (Poremba, 2015) . The problem surrounding medical device security are varied. It is unacceptable to threat patient care by insecure devices. Healthcare industry must make medical device security a high priority. The vendors should consider cyber security in building the new medical devices. The way of considering the cyber security relies on the device itself, its use, general vulnerability matters, and threats to the patient (Poremba, 2015) .
In medical and healthcare systems, the data about a person may contain patient information, sensor readings, and patient biometric information and so on. Some possible patient information includes date of birth, address, age, height, weight, name, social security number, telephone number, and diagnosis information like blood pressure, glucose level, temperature, ECG, etc..
Due to medical advances in recent years, the world's elderly population is growing. As a result, the use of remote healthcare systems compared to uniform regions, an edge detection method is used to identify and embed in edge pixels, which will lead to an improved stego image quality. Electronic health services operate in scenarios involving various stakeholders: patients, relatives, paramedics, nurses, primary care physicians, general practitioners, surgeons, medical professionals and subspecialists, teachers and medical students, researchers, laboratories, insurance companies. Government oversight of agencies, and nongovernmental oversight. For the same patient, the information that each user is allowed to access should depend on his or her role: for example, if the patient has AIDS or venereal disease, nurses and paramedics should know, but probably researchers using his or her medical tests they do not know (Rubio, Alesanco, & Garcia, 2013) . Attribute-level hiding methods are effective ways to overcome this problem.
The research work in (Fernandez-Aleman, Carrion Seor, angel Oliver Lozoya, & mbrosio Toval, 2013 ) provides a summary of authentication assessments, deployed access control models, access management, what is happening in an emergency, training users of the EHR system, and information sharing techniques.
Protection of medical databases
Electronic Health Records (EHR) of a patient is a systematic collection of personal health information from birth to the time after death. Typically, an EHR system has stable and protected memory for a large volume of health data. Medical database security plays a key role in the overall security of medical information systems and networks. The development of appropriate methods for the design and implementation of the subject medical database is an important research in this area and a requirement for the successful development of such systems (Pangalos, 1995) .
The security requirements that must be fulfilled by medical data and the security measures used to satisfy these requirements are described in (Tzelepi, Pangalos, & Nikolacopoulou, 2002) . These security measures are based mainly on cryptography and watermarking approaches as well as on security infrastructures. In Tzelepi et al. (2002) , an extended role-based access control model is introduced by considering the constraints that must be satisfied in order for the holders of the permission to use those permissions.
Publishing medical data
A good review of algorithms for disseminating electronic health records data while maintaining privacy is presented in (Gkoulalas-Divanis, Loukides, & Sun, 2014) . Privacy threats, given three different types of attributes, direct identifiers, pseudo-identifiers, and sensitive attributes. Direct IDs are attributes that can explicitly identify people, such as name, mailing address, phone number, social security number, other national IDs, and email address. On the other hand, quasi-attribute identifiers are combinations that can lead to the disclosure of identities such as demographics (e.g. gender, date of birth, and zip code) and diagnostic codes. Sensitive features are those that patients do not want to accompany. Examples of these properties are specific diagnostic codes (e.g., mental illness, HIV, cancer, etc.) and genomic information (Gkoulalas-Divanis et al., 2014) . The research work in Crichtona (2009) defines high, medium, and low security in forensic mental health care and proposes a matrix of security in Scotland. In Motlagh & Sajedi (2016) a method is proposed which applicable in publishing databases. This method hides some valuable information of the database before publishing it. This method can be extended for making it suitable for medical databases.
Protection of electronic medical prescription
Nowadays, physicians and medical professionals around the world provide electronic medical prescription and wireless media to exchange medical information. Electronic medical prescription is one of the areas benefiting from improvement in health care due to the introduction of information and communication technology. Within the overall context of protection of health care information, privacy of prescription data needs special treatment.
The research of (Omotosho, Adegbola, Olayemi Mikail, & Emuoyibofarhe, 2014) presents an e-prescription system that addresses some challenges pertaining to the prescription privacy protection in the process of drug prescription. The developed system uses spread spectrum image steganography algorithm with Advanced Encryption Standard (AES) key implementation to provide a secure means of delivering medical prescription to the parties involved. The architecture for encoding and decoding was implemented with an electronic health record. The designed system shows that the combination of steganography and cryptography technologies in medical prescription is capable of providing security for transmission of patient medical prescription (Omotosho et al., 2014) . This study hides prescriptions in optional images using Spread Spectrum steganography algorithm.
Usually, patient biological signals and other physiological readings are collected using body sensors. Afterward, the collected data are sent to the patient electronic device for analysis or diagnoses. At last, the signals and patient confidential information along with a diagnostic report or any urgent alerts are forwarded to the medical center servers through the Internet. Doctors can check those biomedical signals and decide about the emergency cases (Edward Jero, Ramu, & Ramakrishnan, 2014) .
A person's disease can be predicted automatically from prescription as presented in Dehkordi & Sajedi (2017) . Using security mechanisms before transmitting digital prescription prevents this information linkage.
Protection of sensitive data
The exchange of medical images over the internet has received a lot of attention in the last few years due to the introduction of web and cloud based medical information systems. Protecting sensitive data has always been a key indicator of the performance of such systems. In this regard, it has developed an algorithm for digital imaging and communication in medicine (DICOM), which uses secret sharing steganography techniques to ensure the integration of sensitive patient data as well as important parts of the image. In the proposed algorithm, the images are divided into two parts ROI and no interest area (RONI). Patient data and integration hashes are embedded in the ROI while the information (map) needed to retrieve the ROI is placed before the RONI. The security of the extraction process is guaranteed using cryptography. Experimental results prove that the original images (overlay) and stego images for PSNR result in excellent visual equality. In addition, they prove that the proposed scheme can be used as a steganography scheme in DICOM images with finite smooth areas (Mantos & Maglogiannis, 2016) .
Protection of biological signals
Biological signals usually acquired for diagnosis include the electroencephalogram (EEG), the electrocardiogram (ECG), the electromiogram (EMG), and the electro oculogram (EOG), the abdominal and thoracic breathings (Agustina Garces Correa & Leber, 2011, p. 8) , etc.
An electrocardiogram (EKG or ECG) is a test that has been used for detecting the problems with the electrical activity of the heart. An EKG converts the heart's electrical activity into line tracings on paper. The EEG is the equipment used for measuring electrical activities of the brain. Medical information networks like patient monitoring systems could let the doctors to immediately detect the arrhythmia events of any patient without leaving their offices.
It is quite important that patient confidentiality be protected while data is being transmitted over the public network as well as when they are stored in hospital servers used by remote monitoring systems.
Biometric identification
The research in (AzamiSidek, Mai, & Khalil, 2014) investigates the robustness of performing biometric identification in a mobile environment using ECG signals. This method simplifies the process of biometric identification by reducing computational complexity when compared to other algorithms. The research of ([65] ; KhurramKhan, Zhang, & Tian, 2007; Naheed, Usman, Khan, Dar, & Shafique, 2014) proposed a method for making the biometric identification more secure.
Protection of medical images
Enormous volumes of health data are generated in medical centers. Because of the growing numbers of medical digital images and the requirement to share them between specialists and hospitals for more precise diagnosis, patient privacy should be protected. Medical imaging plays an important role in monitoring the patient health condition and providing an effective treatment. Medical imaging techniques such as Radiography, Magnetic Resonance Imaging (MRI), Ultrasonography, Echocardiography, Functional Magnetic Resonance Imaging (fMRI), and Computed Tomography (CT) provide different type of images for diagnosis. The medical imaging information system that uses a steganography method should be capable of concealing data and producing imperceptible stego images with minimal embedding distortions.
Protection of device
Although mobile devices are progressively being used to provide health related information to healthcare related services on the Internet, such devices have limited resources to provide strong security measures and are easily vulnerable to attacks. In (Tupakula & Varadharajan, 2013 ) some techniques are presented for counteracting Denial of Service (DoS) attacks on mobile devices that are providing the user's health related information and for securing the communication between mobile nodes and healthcare service providers on the Internet. A DoS attack prevents access to resources by the legitimate users.
Types of information hiding methods in healthcare
All steganography approaches jointly have the ability to store information in an object called host or overlay, but the motivation and purpose of embedding data depends on applications. For example, steganography requires that the stored data cannot be disclosed or identified statistically, while massive watermarking of the data enters the data into a digital object so that deliberate deletion is difficult without deletion. On the other hand, the fragile marker is intended to reveal changes in the digital object, possibly localizing the modified area. On the other hand, the list of corrections can be such as not to affect the diagnosis of medical professionals.
We then classify the methods used in medical and health systems according to the types of information hiding methods that include Cryptography, Steganography, and a combination of both methods or watermarking.
Encryption
Cryptography algorithms are lossless and after decoding if none noise encountered (e.g. during the transmission), the original data can be extracted without any changes. The hidden data in cryptography is visible and a third party can try to break the code and find the key to encryption.
Until now, a massive set of cryptographic schemes has been proposed in which each has its advantages and limitations. Some methods require the use of long bits key and some support the use of small key. Accurate selection of right encryption scheme is important for desired information exchange to achieved enhanced security objectives. The survey in (Ali Shoukat, Abu Bakar, & Iftikhar, 2011) compares the encryption methods for convinced selection of both key and cryptographic scheme. In sender side of a cryptography scheme, confidential data is encrypted based on the routine of the cryptography algorithm using a cryptography key. Encrypted data is sent through the communication channel. Receiver decrypts the encrypted data based on the decryption routine using its cryptographic key.
Encrypting the patient confidential information prevents unauthorized persons from achieving the information and results secure transmission. It is very useful to transmit the secret data through unsecure channel securely, which prevents data hacking (Celik, Sharma, Tekalp, & Saber, 2005) . Fig. 1 displays an example of using cryptography method. In this example, Blowfish algorithm (Schneier, 1993, pp. 191-204) was used for encryption.
Storing and sharing of medical data in the cloud environment, where computing resources, including storage is provided by a third party service provider, raise serious concern of individual privacy for the adoption of cloud computing technologies. Existing privacy protection research works can be classified into three categories, i.e., privacy by policy, privacy by statistics, and privacy by cryptography. However, the privacy concerns and data utilization requirements on different parts of the medical data may be quite different. The solution for medical dataset sharing in the cloud should support multiple data accessing paradigms with different privacy strengths (Yang, Li, & Niu, 2015a) .
The study of Yang et al. (2015a) proposes a solution for privacy preserving medical record sharing for cloud computing. Based on the classification of the attributes of medical records, it uses vertical partition of medical dataset to achieve the consideration of different parts of medical data with different privacy concerns. It mainly includes four components includes vertical data partition for medical data publishing, data merging for medical dataset accessing, integrity checking, and hybrid search across plaintext and cipher text, where the statistical analysis and cryptography are combined together to provide multiple paradigms of balance between medical data utilization and privacy protection.
The significant challenge in using cryptography methods for hiding information is in the application of patients remote monitoring. In this case, an attacker can suppress the channel of communication and prevent transmitting of patient information to the medical center or physician.
Steganography
One of the challenges in maintaining information security is detecting unauthorized access to existing data. On the other hand, Steganography algorithms are used to hide information.
Steganography techniques use different platforms to hide information (Sajedi & Jamzad, 2010 ). Fig. 2 shows and example of using steganography method in embedding a patient information in her MRI image. As can be seen the difference between cover image and stego image is not visible by human eye.
The research works of Golpira & Danyali (2010) ; Kaur, Singhal, Farooq, & Ahuja (2010); Zheng & Qian (2008) used steganography techniques to hide secret information inside medical image. The challenging factors of these techniques are how much information can be stored, and to what extent the method is secure. Embedding robustness is less important in many applications.
Each steganographic method has its own characteristics depending on the environment it considers. For example, embedding data using a pixel-spread extension involves computational overhead.
The object used to carry embedded bits is called the Cover object, the embedded data is known as the payload, and the object with the embedded data is referred to as the stego object. Embedded distortion is referred to as the distortion caused by the host signal by the data embedding process.
The impossibility of being harmless is a stego object. For example, the image of a stego should not contain intense visual artifacts. Some of the most basic needs of steganography include capacity and security. Capacity refers to the amount of information that can be hidden in the coverage environment without damaging the integrity of the coverage object. Embedded operations, in addition to the perceptual quality, must also maintain the statistical properties of the cover object.
Security means the inability of eavesdropping information to detect hidden information. Perceptual transparency ensures that the visual quality of the cover is maintained after data is embedded. Robustness means staying safe from malicious attacks. The embedding rate is measured as the number of embedded bits per carrier bit. The embedded return is represented by the expected number of message bits embedded in each modified carrier bit. The rate of change gives the average percentage of modified carrier bits (Subhedara & Mankar, 2014) . In this respect, a boosted steganography scheme is proposed in (http://www.healthcareitne, 2018) that has a preprocessing stage before applying steganography methods.
Embedding capacity is the maximum data size that can be embedded in an object securely. The problem of spreading secret data to embed into multiple cover images is called batch steganography. In Sajedi & Jamzad (2009) adaptive batch steganography method is proposed which considers embedding capacity as a property of images. This method adaptively spread secret data among multiple cover images based on their embedding capacity. By splitting the payload based on image embedding capacity constraint, embedding can be done more secure than the state when the embedder does not know how much data can be hidden securely in an image.
In medical and healthcare applications, if the subject is diagnostic coverage by physicians, at least perceptual distortion will be an important factor.
In wireless cardiovascular applications, the ECG signal is used to monitor patient cardiac activity. Accordingly, in most electronic health programs, ECG signals must be combined with confidential patient information. Data hiding techniques can play an important role in ECG wireless remote control systems by combining confidential information with the ECG signal. Some studies have incorporated the information into the ECG signal as a 1D signal by using Wavelet transform decomposition and then changing the wavelet coefficients.
In Srinivasan et al. (2004) , an improved version of a high-capacity data concealment program, called the plane bit complexity steganography (BPCS), is described, and its effectiveness in hiding medical records in cervical color images has been demonstrated. Liu et al. in (Liu, Tang, & Sun, 2013) proposed a steganographic method, which can provide private data in medical system with secure protection. In this method, a cover image is first mapped into a 1D pixels sequence by Hilbert filling curve and then divided into non-overlapping embedding units with three consecutive pixels. Adaptive pixel pair match method is used to embed digits in the pixel value differences of the three pixels and the base of embedded digits is dependent on the differences among the three pixels. By solving an optimization problem, minimal distortion of the pixel ternaries caused by data embedding can be obtained.
In (Engin and CidamEZ, 2005) , after encoding private data, the ECG signal is subdivided into frequency bands, some containing significant ECG data and some carrier noise. A mathematical model identifies different subgroups and incorporates encrypted personal data into stroke bands.
A steganography method is presented in (Ibaida, Khalil, & Al-Shammary, 2010 ) that embeds confidential patient data at specific locations of the digital ECG host signal, which causes minimal distortion of the ECG. Research in Edward Jero et al. (2014) proposes a method, which uses discrete wavelet transforms to signal analysis and singular value decomposition (SVD) to embed hidden information into the parsed ECG signal. This method incorporates data using SVD into a 2D (2D) ECG image. Embedding hidden information into a selected subband of the parsed ECG is achieved by replacing the unique volumes of the parsing image parsed by singular values of the parsing data.
The steganography algorithm proposed in (Al-Dmour H and Al-Ani, 2016) embeds the secret data bits into the RONI of medical images while the ROI is preserved from modifications.
Combination of encryption and steganography
The work in (Al-Dmour H and Al-Ani, 2016) has the goal of developing a secure medical imaging information system based on a combined steganography and cryptography technique.
ECG Steganography provides secured transmission of secret information such as patient personal information through ECG signals. The wavelet based steganography method presented in Ibaida & Khalil (2013) , combines encryption and scrambling method to safeguard patient confidential data. This method hides the corresponding patient confidential data and other physiological information of the ECG signal owner thus guaranteeing the integration between ECG and the rest.
A steganography technique based on wavelet has been presented in Joseph and Remya (2014) , which combines encryption and LSB embedding method to protect patient confidential data. Massive amount of ECG signal collected by Body Sensor Networks (BSNs) from remote patients at homes will be transmitted along with other physiological readings such as blood pressure, temperature, glucose level etc. and diagnosed by those remote patient-monitoring systems. An added benefit is the freedom of movement for patients due to the wireless networking technologies. In (Malashree, Jagadish, & Suma, 2014) , another wavelet based steganography technique has been introduced which combines encryption and scrambling technique to protect patient confidential data. This method allows ECG signal to hide its corresponding patient confidential data and other physiological information thus guaranteeing the integration between ECG and the rest.
Like passwords and PIN codes, biometric data is also not secret and if it is compromised, the integrity of the whole verification system could be at high risk. In this regard, KhurramKhan et al. in ([65] ; KhurramKhan et al., 2007; Naheed et al., 2014) proposed chaotic secure content-based hidden transmission scheme of biometric data. Encryption and data hiding techniques are employed to increase the security. Encryption is applied on the biometric data before hiding into the cover/host images to make them secure.
Watermarking
Watermarking is considered as a great solution to protect the personal data of patients during the medical images and telemedicine data exchange.
Coatrieux et al. proposed an approach by separating an image into a protection zone and an insertion zone to avoid compromising any diagnostic capability (Coatrieux, Maitre, & Sankur, 2001) . Lossless watermarking, which can recover the original image exactly, has drawn lots of interest recently.
With the rise in use of internet and multimedia the stealing of information from biomedical images, has become a major concern for healthcare professionals. Data Hiding/Watermark are added ownership to increase the level of security and to verify authenticity. Horng et al. (Horng, Rosiyadi, Fan, Wang, & Khurram Khan, 2014) suggested an adaptive watermarking scheme for e-government document images. The adaptive scheme combines the Discrete Cosine Transform (DCT) and the SVD using luminance masking. Similarly, patient information (Electronic Patient Record), the logo of the hospitals or diagnostic centers can be inserted in the biomedical data as watermark to prove the intellectual property rights.
Images have been widely used in the medical field for various diagnostic purposes. Medical image watermarking should preserves image quality that is mandatory for medical diagnosis and treatment.
In the field of healthcare Internet of Things (IoT), secure communication of a medical image concerned with an individual is a crucial task. Embedding patient personal information as an invisible watermark in their medical images helps to authenticate the ownership identification process. Reliable communication of medical image can be thereby ensured concerning authentication and integrity. Digital Imaging and Communications in Medicine (DICOM) is the widely used image format for medical diagnostics. Images in DICOM format with a pixel resolution of 8-bit depth are used for medical diagnostics. A lightweight algorithm to insert patient identities as an invisible watermark in random edge pixels of DICOM images was proposed in (Janakiraman, Rajagopalan, & Amirtharajan, 2019, p. 26) . In this research imperceptibility level of the watermarked medical image was analyzed besides its lightweight performance validation on the constrained IoT platform (Janakiraman et al., 2019, p. 26) .
In (Hurrah, Parah, & Sheikh, 2019 ) a watermarking technique is proposed for exchanging patient information in an e-healthcare system. A robust watermarking technique using SVD for embedding the secret logo in the transform domain coefficients is presented. The hybrid combination of DCT and SVD ensures very high robustness of the watermark and hence is suitable for copyright applications. The security has been ensured by encrypting the watermark before embedding by chaos encryption. The proposed technique has been analyzed in presence of various signal processing/geometrical attacks and shows very high robustness of the watermark.
A secure spatial domain, hybrid watermarking technique for obtaining watermark (authentication information) robustness and fragility of the host medical image (content integrity) using product codes, chaos theory, and residue number system (RNS) is proposed in Atta Ur Rahman et al. (2018) . Altering the medical image may result in misdiagnosis, hence the watermark that may contain patient information and organization logo must be protected against certain attacks. The host medical image is separated into two parts, namely, the region of interest (ROI) and region of noninterest (RONI) using a rectangular region. The RONI part is used to embed the watermark information. Moreover, two watermarks are used: one to achieve authenticity of image and the other to achieve the robustness against both incidental and malicious attacks (Atta Ur Rahman et al., 2018) .
Biometric information, such as fingerprints, is difficult to counterfeit and provides a specific way of authentication. In Guo & Zhuang (2009) , the fingerprint verification system has been combined with a design proposal to further enhance the accuracy of medical images. The patient's medical image data often contain several image slices CT or MRI is for performance. First, the patient's fingerprint image is extracted via a standard fingerprint device. A dynamic bit allocation strategy to embed such great information while total distortion level is still very low, is used.
The authors in Aparna & Kishore (2019) propose a biometric-based medical image watermarking in E-healthcare application, which produces a system for authentication, confidentiality, and reliability of the system. The proposed system utilizes the fingerprint biometric for authentication, cryptography process for confidentiality, and reversible watermarking for the integrity. The experiments were carried out on the different medical images with electronic health record (Aparna & Kishore, 2019) .
Zhou et al. have introduced two methods of data loss-free embedding to embed digital signatures in medical images (Zhou, Huang, & Liu, 2005) . The first method was based on LSB compression of random image pixels. Another approach was based on the regular/singular (RS) approach introduced by Goljan et al. (Goljan, Fridrich, & Du, 2001, pp. 27-41) . Embedded distortion in the image is distributed instead of some region. When used in medical settings, white mark extraction and original image restoration should be performed to ensure that diagnostic accuracy in ROI is not compromised by embedded distortion.
Giakoumaki et al. (Giakoumaki, Pavlopoulos, & Koutsouris, 2006 ) propose a watermarking algorithm, which embeds patient names and addresses, doctor's diagnosis and signatures into different frequency bands in the wavelet transform of ultrasound images. The main disadvantage of the method was that the original medical records or images were lost. Essential needs of medical image watermarking are summarized in Rao & Kumarib (2011) . Developments in this era are reviewed in Rao & Kumarib (2011 ) from 2000 until 2010 Zheng and Qian (Zheng & Qian, 2008) proposed a reversible watermarking method, which applies B-spline wavelet transform on the cover ECG signal to detect QRS complex (Phukpattaranont, 2015) . The QRS complex is the combination of the Q wave, R wave, and S wave and represents ventricular depolarization. After detecting R waves (Bacharova, Bang, Szathmary, & Mateasik, 2014) , Haar lifting wavelet transform (Gavrovska, Bogdanovi c, Reljin, & Reljin, 2014) is applied again on the ECG signal. Then, the non-QRS high frequency wavelet coefficients are selected by comparing and applying index subscript mapping. Afterward, the selected coefficients are shifted one bit to the left and the watermark is embedded. Finally, the ECG signal is reconstructed by applying reverse Haar lifting wavelet transform. Finally, this algorithm is based on normal ECG signal in which QRS complex can be detected. However, for abnormal signal in which QRS complex cannot be detected, the algorithm may not perform well.
The research in (Engin and CidamEZ, 2005) investigates a watermarking technique based on discrete wavelet transform for signal integrity verification in an ECG coming from four ECG classes for monitoring application of cardiovascular diseases. This technique is evaluated under different noisy conditions for different wavelet functions. S. Kaur et al. (Kaur et al., 2010) proposed a watermarking of ECG data for secure wireless communication. A low frequency chirp signal is used to embed watermark which is patient identification taken as 15 digit code. A medical signal with a patient private information embedded as invisible watermark helps to identify the ownership and to authenticate. Thereby, authentication via watermark ensures the reliable communication of medical signal (Janakiraman et al., 2019, p. 26) .
Discussion
It is widely accepted that high quality healthcare services are effective in identifying the effectiveness and efficiency of health problems, identifying innovative solutions, and allocating medical resources (Ahson, 2010; Mu-Hsing Kuo, 2011) , which in turn are highly dependent on the collection, management and use of information (Stansfield, 2005) . Since the collection and use of health information may be distributed across organizations, sharing of medical data plays an important role in enabling the flow of medical information to these organizations and then improving the quality of healthcare.
Storing and sharing of medical data in the cloud environment, where computing resources including storage is provided by a third party service provider, raise serious concern of individual privacy for the adoption of cloud computing technologies. The solution for medical dataset sharing in the cloud should support multiple data accessing paradigms with different privacy strengths. The statistics or cryptography technology alone cannot enforce the multiple privacy demands, which blocks their application in the real-world cloud (Yang et al., 2015b) .
Both from security aspect and from non-security aspect several threads can be active in the future. For instance:
À Invention of proper and special data hiding approaches for each cover type. Due to the different characteristics of various mediums for example ECG, EEG, CT or MRI images, different methods can be proposed or different existing data hiding methods can be employed. À In the hospitals, usually some persons have responsibility to enter clinical and administrate information of patient in a database. To omitting human mistakes in data entry and reusing of this information specially the information, which are determinant in diagnosis like images and signals, steganography methods can be employed to avoid interchanging the patient information. For example, information of the diabetic patients can be hidden in their retinopathy images. À Producing data hiding algorithms that can be resistant to compression techniques.
In the recent years, the application of watermarking and steganography algorithm in medical and healthcare systems has been increased. Watermarking is used mostly for preventing from tampering the data and steganography is generally used for hiding the patient' information in the medical signals or images. In common, cryptography lonely is used for authorization. Although, we observe that in some research works the combination of cryptography and watermarking or steganography can be used to provide more security.
There are some research works, which investigate the application of information hiding methods for non-security viewpoint. Some metadata can be embedded in a medium to help retrieval services and facilitate advanced searches. Furthermore hiding information for example, patient information in an objective medium can prevent some humanoid errors. For example, the research of Giannetti (2003) examines the impact of medical errors upon health care practitioners. Medical errors are viewed from the perspective of extreme job related and personal stress.
Steganography methods can be employed to prevent some of the medical errors encounter to the mistake of personnel. For example, if the patient ID is embedded in radiography image, the human mistake of swapping the images can be avoided.
In a future sample systems, body sensors collect different readings as well as ECG signal. This information can be sent in raw or after hiding information. The collected information can be sent to the network through the Bluetooth of the personal devices. The information hiding process is run in the patient's device. This information can be stored in medical servers by the WAN or Internet technology of the mobile phones. The information can be extracted in the medical server and different action can be performed. For example, it can inform the emergency in case of obligation; call or inform the caregiver or report to the physicians. If a third party tends to sniff or manipulate the information (be passive or active attacker) transmits between patient's device and medical server, information hiding method can prevent it.
In steganography, capacity and quality of host media like medical images or signals are important factors especially in medical applications and there is a tradeoff between quality of stego objects and efficiency of steganography algorithm. In Delbarpour & Sajedi (2017) , an efficient algorithm for image steganography based on Artificial Immune System (AIS) and host image partitioning is proposed. This method selects a block of the host image and then employs AIS for finding the best template for embedding message bits in the host image pixels. Such methods results in stego object with very low distortion. Therefore, the steganography method with such low distortion is applicable for hiding patient information in medical images or signals.
Authorization methods can be employed, usually by an encryption method, to prevent access of unauthorized person to the medical server information.
Understanding the security as well as privacy issues are the key challenges in e-health systems. The principle that governs the patient-physician relationship is viewed as privacy. Patients are obligated to share required information with their physicians. However, they may decline to reveal important information as disclosure of some information may result in social stigma and discrimination (Ghazvini & Shukur, 2013) .
In case of using information hiding approaches, the selection of the right technique relies on time, memory, and security. Constraint about memory is highly important in case of small devices as they have low memory where the time is the most important factor for processing speed.
The limitations of medical and healthcare applications using steganography and cryptography are as follows:
À Time complexity: the amount of time required for hiding and extracting the data depends on the time complexity of the employed algorithm and the speed of the processor existed on the device used for information hiding. Therefore, in devices with low speed of processing, the hiding algorithm should not be very complex. À Memory: the volume of the required memory is an important factor, especially in case of small devices like PDAs and smart cards. À Type of threat: for hiding information usually steganography methods are employed and for authentication cryptography algorithms can be used. À Confidentiality of data: it means how much the communicating information is confidential or important. If the information is not much important, then any hiding scheme even with low level of security is suitable. If information is highly secret or important, then joint hybrid combination of schemes will be suitable. À Type of data: for example, in case of video data, the privacy is more valuable and considerable constraint. If the data is small and in video format the previous described constrains (Time, memory, security) suggest the use of special mechanism. That is why the type of data constraint is a highly important constraint, which should not be neglected in the case of right selection of an informationhiding scheme. À Volume of data: if the volume of data is large, high embedding capacity should be provided by the steganography methods and/or a large enough and proper cover media should be available. À Transmission channel: some channels afford some security means. Based on the type of the channel a scheme for making secure communication can be designed. À Sensitivity of the cover media in steganography: based on the significance of the cover media, a steganography method with acceptable amount of distortion should be used. À Type of cover media in steganography: medical signals and medical images can be considered as cover objects. In this regards suitable steganography methods for embedding seeing special features of these cover objects should be considered. À Cost: cost can be determined by a combination formula of required amount of time, memory, and level of vulnerably or other criteria.
Medical images, natural images, graphics, music, movies, and surveillance videos all have very different statistics. Likewise, the embedding method must be different from the steganography method.
Innovative security approaches that use big data analytics, learning models in combination with other technologies and best practices can help ensure cross-border information security.
As a way to hide information, it is recommended to hide the confidential information, the security should be measured. For example, as shown in an image modified if the measure PSNR is higher than 35 dB, the human visual system can recognize changes in the original image. The safety of ECG stego signals has not been evaluated in all research on hiding information in ECG signals.
Most watermarking/steganography algorithms introduce distortions into the main signals and suffer from the problem of low capacity. However, many of the techniques created have suppressed distortion. Reforms are unacceptable for medical, military, and critical cases, where it wants to preserve original copies. Reversible watermarking, as well as embedded data without loss also called for such a sensitive programs has been created. The method of hiding reversible data enables accurate retrieval of the original contents when extracting embedded data ([65] ; KhurramKhan et al., 2007; Naheed et al., 2014) ..
If we use cryptography, the complexity of the time is high. In the case of stenography or watermark, the complexity of time is less than cryptography. A combination of cryptography and stenography/watermarking can be used to increase security. Hardware accelerators can be used to speed up.
If encryption information is to be performed on patient devices, memory constraints should be considered. Since the current trend is to build portable medical devices and wearable sensors that often switch to low-power processors, encryption and protection algorithms should be as simple as possible to avoid adding them to sophisticated computing and demanding battery power. Reduce. In addition, quick implementation and transfer of necessities to maintain good quality service access and real-time service delivery. These recommendations are expected to be immensely helpful to developers, company users, and researchers.
Conclusion
In this study, various steganographic and image encryption systems have been identified with their merits and disadvantages. In addition, some of the cases that focus more on improving information security in health care are emphasized. Improving health care outcomes is a major concern and focus for the healthcare industry. The healthcare industry faces significant challenges due to rising costs due to increasing numbers of patients, an aging population with a high prevalence of chronic illness, a significant shortage of medical professionals, process inefficiencies, and waste. New approaches to health care are trying to address many of these concerns.
In an integrated healthcare environment, digital information systems such as the Hospital Information System (HIS), image archiving and communication systems, and the EPR system are more critical than ever. Compared to analog counterparts, digital presentation of medical data has many advantages, including ease of compression and transfer or amplification of image and signal. On the other hand, with current techniques, it is relatively obvious that a malicious dissident intercepts or manipulates sensitive medical information or confidential information when using the public network for medical traps. This is a common view that there is a serious need for security measures in medical information systems. These systems must be designed to ensure that security measures against malicious attacks and theft of patient information are kept to a minimum acceptable change in medical information such as an ECG signal or medical images. Finally, we conclude from surveying the literature that more attempts should be done to deploy secure systems.
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